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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to the evaluation of solution #41 in TR 33.847.
2
References

[1]
3GPP TR 33.847 v0.8.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

In solution #41 of TR 33.847 [1], the Key Generation Function could be the 5G PKMF or other control plane network functions. It means that the solution is applicable to both CP based solutions and UP based solutions for PC5 key generation and management for U2N relay services.

This pCR proposes to resolve the editor’s note in the evaluation part of solution #41 by updating the evlaution accordingly for completion.
4
Detailed proposal

*************** Start of the Change ****************

6.41.3
Evaluation

This solution addresses the requirement of integrity, confidentiality and anti-replay protection between the Remote UE and the 3GPP network in key issue #3 for the security of UE-to-Network Relay.

The protection on signalling relies on the alignment of Uu signalling security and PC5 signaling security, which reuses the AS security in TS 33.501 [14] and PC5 signaling protection for LTE ProSe indirect relay communication in TS 33.303 [6] respectively.

The protection on user plane relies on the UP security policies set by the network for the relayed service, which need to be consistently enforced by the Remote UE and the NG-RAN. This largely reuses the existing mechanisms for configuration and enforcement of UP security policies defined in TS 33.501 [14] and TS 23.502 [10]. The only difference and impact are that the relay UE needs to internally map its Uu UP security activation status to its PC5 UP security activation status, which is then indicated to the Remote UE, for alignment between Uu UP security and PC5 UP security.
The Key Generation Function could be the 5G PKMF or other control plane network functions. Hence this solution is applicable to both CP based solutions and UP based solutions for U2N relay security.

*************** End of the Change ****************
